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1. Initial foothold – eval() code injection 

 

Nmap 

 

 

Inspect element 
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We can see that there are many options elements. Each element has got 
a value attribute that specifies the value to be sent to the server when 

a form is submitted. All these values are base64 encoded, let us decode 

the value for the option with the name Lily. 

 

 

 

 

So, the decoded value is 1+2 for Lily. If we choose to count petals for 

flower Lily the result is 3. 

 

 

 

 

 

 

That make us think that the method eval() is implemented in the server 

and should be like eval(base64_decode(value)). The php eval() method is 

vulnerable to code injection. Now, we will try the command system(‘id’) 

but first we need to base64encode it. 

 

After that we will replace the value of the option Lily with the evil base64 

string. 
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The system(‘id’) successfully executed in the server. Let us execute the 

reverse shell but first we need to encode it. 

 

One second before submission  

 

One second after submission  
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2. Privilege Escalation (rose) – Python Library Hijacking 

 

Sudo -l  

 

Cat /home/rose/diary/diary.py 

 

Creating evil pickle.py under the same folder with diary.py 

 

Run the diary.py as rose, privilege escalation done. 
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3. Privilege Escalation (root)  

 

Sudo -l 

 

Check permissions for /home/rose/.plantbook 

 

Run the script 

 

Command injection, root done 

 

 

  

Thank you 


